Quick start guide for Infscape UrBackup
Appliance on Amazon Web Services

Purpose of this document

This document will give detailed step-by-step instructions on how to get Infscape UrBackup
Appliance running on Amazon Web services (AWS). This document does not require any prior
knowledge with AWS. You might want to follow the less detailed instruction in the administration
guide if you already have prior AWS knowledge.
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Step 1: Create AWS Simple Storage Service (S3) bucket for storing
backups

Infscape UrBackup appliance stores all metadata and backups into a single AWS S3 bucket. As a first
step this AWS S3 bucket needs to be created.

Go to the S3 service in your AWS management console:
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Create a bucket:
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Create a Bucket - Select a Bucket Name and Region

A bucket is a container for objects stored in Amazon 33. When creating a bucket, you can choose a Region
to optimize for latency, minimize costs, or address regulatory requirements. For more information regarding
bucket naming conventions, please visit the Amazon S3 documentation.

Bucket Name: | urbackup-s3-bucket

Region: | Ireland v

Set Up Logging > Cancel




Step 2: Create an AWS Identity and Access Management (IAM) role for

access to the new S3 bucket

In order to access and write to the S3 bucket an IAM role needs to be created that grants an AWS

instance access to the new S3 bucket.

Go to IAM in the AWS management console:
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Select “Create your own policy”:
Create Policy Create Policy

Step 1: Create Policy A policy is a document that formally states one or more permissions. Create a policy by copying an AWS Managed Policy, using the Policy
Generator, or typing your own custom policy.

Copy an AWS Managed Policy m

Start with an AWS Managed Policy, then customize it to fit your needs.

Policy Generator m
Use the policy generator fo select services and actions from a list. The policy generator uses your selections to create a
policy.

Create Your Own Policy
Use the policy editor to type or paste in your own policy.

Enter a policy name. E.g. “urbackup-s3-bucket-access”.

Enter following policy document, replacing the example bucket name marked in red with the name
of your own, previously created bucket:



"Version":

"2012-10-17",

"Statement": [

{

}y

"Sid": "Stmt1460057323556",

"Effect": "Allow",

"Action": [
"s3:ListBucket",

"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::urbackup-s3-bucket"

"Sid": "Stmt1460057323557",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",

"s3:DeleteObject"

I

"Resource": "arn:aws:s3:::urbackup-s3-bucket/*"




Create the new policy.

Select “Roles”:
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Enter a new name. E.g. “urbackup-s3-bucket-access”.

Select Amazon EC2 service role:

Services v Resource Groups * Global ¥ Support ¥

Create Role Select Role Type
Step 1 : Set Role Name ® AWS Service Roles

Step 2 : Select Role

Type » Amazon EC2 @
Step 3 - Establish Trust Allows EC2 instances to call AWS services on your behalf.

Step 4 © Aftach Policy » AWS Directory Service
Allows AWS Directory Service to manage access for existing directory users and groups to AWS Select
Services.

Select the previously created policy:
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Step 1: Set Role Name Select one or more policies to attach. Each role can have up to 10 policies :
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Type
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Create the role.

Step 3: Create Infscape UrBackup Appliance AWS Elastic Compute
Cloud (EC2) instance

Go to http://aws.amazon.com/marketplace/pp/B01MTQ7U37 and click on continue.

Click on “Manual Launch” then “Launch with EC2 Console” in your region:


http://aws.amazon.com/marketplace/pp/B01MTQ7U37

Launch on EC2:
Infscape UrBackup Appliance

1-Click Launch Manual Launch

Rewiew, modify and launch With EC2 Console, APlor CLI

Click "Accept Software Terms" to gain access to this
Software

Once you accept these terms, you will have access to this software in any supported
region. You can then launch the AMIs listed below directly from the EC2 console, EC2
APls, or with other AWS management tools.

- Version
1.0, released 11M16/2016 b
Usage Instructions

+ Launch
AMI 1Ds

Region (]

Asia Pacific (Mumbai) ami-0689Td69 Launch with EC2 Console

EU (Ireland) ami-¢e36673d | Launch with EC2 Console | )
Asia Pacific (Singapore) ami-aBd271c5 Launch with EC2 Console

Asia Pacific (Sydney) ami-aci52acf [ Launch with EC2 Eﬂﬂ.‘iﬁ&]

r 1

Choose your instance type, then click “Next: Configure Instance Details”.
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Select the previously created IAM role which can access the previously created S3 bucket, then click

on “Next: Add Storage”:



1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7 Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower
pricing, assign an access management role to the instance, and more.

Number of instances (i) |1 Launch into Auto Scaling Group (i)
Purchasing option | | [JRequest Spot instances
Network (i) [vpe-53fatfa7 (default) ~| C Ccreate new vPC
Subnet (i) | No preference (default subnet in any Availability Zon v| Create new subnet
Auto-assign Public P (1) [Use subnet setting (Enable) |
= e e ———
1AM role (i) ¢flrbackup-s3-bucket-access VI Create new 1AM role
B~ — mm——
Shutdown behavior (i)  [Stop |
Enable termination protection | | ) [pProtect against accidental termination
Monitoring (i) [Cenable Cloudwatch detailed monitoring

Additional charges apply.

Tenancy (i) |Shared - Run a shared hardware instance ~
Additional charges will apply for dedicated tenancy.

b Aduramand Miaiails

Increase the size of your root disk to an appropriate size. For a moderately used backup server 128
GiB is a generous starting point.

Add a second disk as swap partition. 2 GiB -4 GiB is enough.

Add a third disk as cache for AWS S3. Use instance storage if available. The appropriate amount
depends on the amount of data that will be stored in your S3 bucket and how the data changes
during backups. You can detach the disk and attach a larger or smaller one later. Start with e.g. 256
GiB. Set the disks to delete on termination:

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance,
or edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more
about storage options in Amazon EC2.

i ) i Size i . TSI Delete on Enc
Volume Type (i) Device (i)  Snapshot (i) (GIB) | Volume Type (i) 10PS (i) (MB_JS?I.?‘ Termination In'
W () :
Root /devixvda snap-30bfbcse |128 | | General Purpose £ v| 384 /3000 MN/A Not Er
[EBS ~] [idewisdb ~] [se case-nsensi| [4 | [General Purpose € v| 100/3000 N/A O
| EBS v| |fdevfsdc v| | Search (case-insens '.| |258 | |Genera| Purpose £ v| 768 /3000 MN/A O

Add New Volume

Next you will probably want give the instance a descriptive name.

Then create or select a security group which allows access on at least ports 80 and 55415:
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Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your
instance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP
and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: ®Create a new security group

Oselect an existing security group

Security group name: |Iaunch—wizard—18 |
Description: |Iaunch—wizard—18 created 2016-11-24T717:00:18.722+01:00 |
Type (i) Protocol (i) Port Range (i) Source (i)
ssH v TCP 22 [custom ~|[0.0.0.0/0 | [x)
HTTP v TCP 80 [custom ~|[0.0.0.0/0 | (]
Custom TCP Rule_ v TCP 55415 |  [custom ~][oooowm | Q

Add Rule

Then launch the instance and wait a bit for it to boot.

Step 4: Assign Elastic IP to new EC2 instance

At this point you will probably want to assign an elastic IP to the Infscape UrBackup Appliance
instance, such that it will always be reachable at the same address and clients are able to connect to
their backup server.

You may also want to setup a DNS entry to that IP, though that is out of scope of this quick start
document.

Go to “Elasic IPs” and allocate a new IP address:
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Associate the IP address with the Infscape UrBackup Appliance instance:
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Associate Address

Select the instance OR network interface to which you wish to associate this IP address (52.210.227.158)

Instance  [i0gbb2146a31674273) |

or

Network Interface [search network interface ID or Name tag |

Private IP Address  [172.3124 211" - 52214 28 68 «| @

[0 Reassociation @

A Warming
If you associate an Elastic IP address with your instance, your current public IP address is released. Learn more about

public IP addresses .
ey { Associate |}

Step 5: Setup AWS CloudFront HTTPS access to UrBackup Appliance
Instance

We will setup AWS CloudFront such that access to the Infscape UrBackup Appliance happens via
HTTPS.

Go to CloudFront in the AWS management console:
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Select “Web”.

Select your Elastic IP public DNS as origin domain name. Select “HTTP only” as “Origin protocol
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policy”. Select “GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE” as allowed HTTP methods. Set
“Viewer Protocol Policy” to ,,HTTPS only“. Set “Query String Forwarding” to “Forward all, cache based

on all”.



Step 1 Select delivery method Origin Domain Name

Step 2: Create distribution Origin Path
Origin ID

Origin S5L Protocols

Origin Protocol Policy

HTTP Port

HTTPS Port

Origin Custom Headers

158 eu-west-1_compute.amazonaws.com

Custom-ec2-52-210-227-156 eu-west-1

@ @ @ e

Default Cache Behavior Settings

Path Pattern

iewer Protocol Policy]

Allowed HTTP Methods

Cached HTTP Methods

Forward Headers

Object Caching

Minimum TTL
Maximum TTL
Default TTL
Forward Cookies

Query String Forwarding and
Caching

Smooth Streaming

MITLSv1.2

M TLSV1 1

MTLSV

[JssLva

®HTTP Only i)
COHTTPS Only

O Match Viewer

80 i ]
443 o
Header Name Value
Default (*) (i ]
OHTTP and HTTPS [i]
O Redirect HTTP to HTTPS

@ HTTPS Only

O GET, HEAD (i ]

O GET, HEAD, OPTIONS
® GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

GET, HEAD (Cached by default)
CJOPTIONS

None (Improves Caching) v

@® Use Origin Cache Headers
O Customize

Learn More

31536000

86400

None (Improves Caching) s

Forward all, cache based on all v

@ @ @ @ o @

OvYes
®No

Create the distribution and wait a bit for AWS to create the resources.

Step 6: Configure Infscape UrBackup Appliance instance

Access the Infscape UrBackup Appliance instance via CloudFront (
https://d3uk77p4xxxxx.cloudfront.net ). Enter the instance id found on the EC2 console (i-xxxxxxx) as

the first step.

If you want CloudFront
either HTTP or HTTPS
redirect all HTTP reque
want CloudFront to rec


https://d3uk77p4xxxxx.cloudfront.net/

Setup - login

Welcome to your new AWS UrBackup Appliance instance!
Please enter the Amazon EC2 Instance Id to proceed. This is a security measure to prevent unauthorized
ACCESS.

Amazon EC2 Instance Id

i-08bb2146a31674213

Review the storage setup, then click next.

Enter the name of the previously created AWS S3 bucket:

Step 1 of 3 - Setup cloud storage

Infscape UrBackup Appliance stores all backups deduplicated, compressed and encrypted to a S3
bucket. If the S3 bucket was previously used as backup storage, it will import existing backups given the
correct encryption key. Do not use the same S3 bucket from multiple instances simultaneously.

§3 storage encryption key (leave empty to generate one)

$3 bucket name

urbackup-s3-bucket v

Current storage limit (can be increased later)

1000

4k

GB

53 storage class

Standard 2

Enter an administrator password, an instance name and review the appliance URL and IP address. If
you setup a DNS entry pointing to the IP address in step 4 change the IP address to the DNS name:



Step 2 of 3 - Setup UrBackup Appliance account and select UrBackup Appliance name

An UrBackup Appliance account allows you to reset your password, access your UrBackup Appliance
over the Internet and to use external UrBackup Appliance monitoring.

@ Continue without UrBackup Appliance account
(O Register a new UrBackup Appliance account

(O I have an existing UrBackup Appliance account

Passweord

Repeat password

Please also select a name for your UrBackup Appliance:

UrBackup Appliance name

LURB0O1

Please select/confirm your timezone:

Timezone

America

New_York

UrBackup Appliance public IP address/hostname:

Public IP address/hostname to which clients can connect

52.210.227 158

UrBackup Appliance access URL:

UrBackup Appliance URL to which clients can connect

hitps://d3uk77pd46240mj.cloudiront. net

After finishing the initial setup, you can login as administrator and create your first client.



